NudpopmannonHas namMaTKa 15 00y4aromuxcsi 0 0€301acCHOM MOBeIeHNH U UCII0JIb30BAHUU

cetn «MHTEpHET»

C KaXKIbIM I'OJAOM MOJIOACKHU B MHTCPHETC CTAHOBUTLCHA 6OHBH_IC, a IIKOJIbHUKHW OJHU U3

CaMBIX aKTHUBHBIX MOJb30BaTelIei PYHeTa. Men(z[y TEM, IIOMHMO OI'POMHOTI'O KOJHUYCCTBaA

BOSMO)I(HOCTGI;'I, HHTCPHET HECET U HpO6J’IeMH. OTa maMsTKa JOJDKHa IIOMOYb TeOe Oe30macHo

HaxXoaAuThbCsA B CCTH.

HEJIb34

1.

Bcem moapsin coolmiaTe CBOIO YacTHYIO HHQOpMaIHio (Hactosuiye ums, (pamMuiuio,

TenedoH, aapec, HOMEp HIKOJIBI, a TaKkke (hoTorpaduu CBOH, CBOCH CEMbHU U IPYy3€ii);

2. OTKpBIBaTh BIIOKEHHBIE (PAiIIBI SJIEKTPOHHOH MOYTHI, KOT/Ia HE 3HACUIH OTIIPABUTEIIS;

3. I'pyOuTth, mpuaupathCs, OKa3blBaTh AaBJICHUE — BECTH ce0sl HEBEXKIIMBO U arpecCUBHO;

4. He pacnopspkaiicst JeHbraMu TBOEH ceMbU 0€3 pa3pelleHus CTaplIiX - BCerja CrpanmBan
poauTenen;

5. He Bcrpeuaiics ¢ IHTepHET-3HAKOMBIMU B PEAJILHOM KU3HU - IIOCOBETYHCS CO B3POCIIBIM,
KOTOPOMY JOBEPSCIIb,

OCTOPOXHO

1. He Bce numyt npasay. Uuraems o cede Henpasay B IHTepHETe — co00IIM 00 3TOM CBOUM
POIMTEISAM WM ONIEKYHaM;

2. llpurnamaroT nepenuchiBaThCs, UTPaTh, 0OMEHUBATHCS — IPOBEPD, HET JIM MI0JIBOXA;

3. HesakonHoe konupoBanue (aiinoB B IHTepHETE — BOPOBCTBO;

4. Bcerna pacckasbiBail B3pociabIM 0 IpoOIeMax, B CETH — OHU BCET/1a IIOMOTYT;

5. Hcnonb3yit HacTpoiiku 0€30MaCHOCTH U MPUBATHOCTH, YTOOBI HE OTEPSATH CBOM aKKAYHTHI
B COLICETSAX U APYTHUX IOpTajax,

MOXHO

1. VBaxali Ipyrux IOJab30BaTeIIeH;

2. Ilonb3yembcst IHTEpHET-HCTOYHUKOM — JI€JIall CCBUIKY Ha HETO;

3. OTKpbIBall TOJIBKO T€ CCBIJIKH, B KOTOPBIX YBEPEH;

4. OOmarhecs 3a MOMOUIbIO B3POCIBIM — POJUTENH, ONEKYHbl M aAMHHUCTpAIUS CalTOB
BCErja [IOMOr'YT;

5. Tlpotitu oOy4uenue Ha caiite «CEeTeBUUOK» | MOTYYH MACIOPT MUPPOBOTO rpakIaHuHA!



Komnwviomepnuie éupycot

KomnbroTepHblil BUpYC - 3TO Pa3sHOBUAHOCTh KOMIIBIOTEPHBIX MPOrpaMM, OTJIMYUTEIBHOM
0COOEHHOCTBIO KOTOPOH SIBJIETCS CIOCOOHOCTH K pa3MHOKEHHIO. B 10TOTHEHUE K 3TOMY, BUPYCHI
MOTYT TOBPEOUTh WM TOJHOCTBIO YHUYTOXXUTh Bce (ailibl M JaHHBIC, IOJAKOHTPOJIHHBIC
I10JIb30BATENI0, OT MMEHU KOTOPOTro Oblia 3alyllieHa 3apaxEéHHas IporpaMMa, a TakKe IOBPEIUTh
WIN JJa)Ke YHUUYTOXKHUTH ONEPALMIOHHYIO CUCTEMY cO BceMu (paiiamu B 1eiaoM. B GonbiimHcTBeE
CJIy4aeB paclpOCTPAHSAIOTCA BUPYChI UEPE3 UHTEPHET.

MemoObl 3auumul 0m 6pe0OHOCHBIX NPOSPAMM.

1. Mcnonp3yil COBpeMEHHBIE ONEPALMOHHBIE CHUCTEMbI, MMEIOLINE CEPbE3HBIH YPOBEHBb

3alIUThI OT BPEIOHOCHBIX ITPOrpamm;

2. IocrostnHO ycraHaBnmuBaid matyn (IMQPOBHIE 3aIIaTKH, KOTOPHIE aBTOMATHYECKH
YCTAHABIIMBAIOTCS C LEJIbI0 JOpPaOOTKU IMPOrpaMMbl) U Jpyrue OOHOBJIEHMSI CBOEH
onepaunoHHOM cuctembl. CkauMBail UX TOJIBKO ¢ O(ULMAIBHOrO caiiTa pa3paboTyuka
OC. Ecnu cymiecTByeT peKUM aBTOMAaTHYE€CKOTO OOHOBIIEHUS, BKIIIOYH €T0;

3. Paloraii Ha cBoeM KOMIIBIOTEPE MO/ TPaBaMU ITOJIb30BaTENs, a HE aIMUHICTpAaTopa. ITO
HE IO03BOJUT OOJBIIMHCTBY BPEJOHOCHBIX IPOrPaMM HHCTAUIMPOBATHCS HAa TBOEM
MIEPCOHAIIBHOM KOMIIBIOTEPE;

4. HMcnonp3yll aHTUBHPYCHBIE IIPOIPaMMHBIE NPOAYKTHI M3BECTHBIX IPOU3BOJUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpanuub (pU3HUECKUN JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIUIL;

6. Vcnonb3yii BHEIIHWE HOCUTENU MH(POpMAIUH, TaKue Kak Quielka, JUCK WK (ailn u3
MHTEPHETA, TOJIBKO U3 NIPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBaili KOMIIBIOTEPHBIE (ailsibl, HOTYYEHHBIE U3 HEHAAEKHBIX HCTOUHUKOB. Jlaxe
Te (haiisbl, KOTOpBIE MPHUCIAN TBOM 3HAKOMBIH. JlydIle yTouHu y HEro, OTIpasisil U OH
Tebe ux.

Cemu WI-FI

Wi-Fi - 510 He BuJ nepeaayn JaHHBIX, HE TEXHOJIOTHS, a BCETo JIMIIb OpeH 1, Mapka. Emie B
1991 romy Hmumepnanjickas kommanws 3apeructpupoBaia Openny «WECA», gto o06o3Havamo
coBocouetanue «Wireless Fidelity», koTopblit mepeBoanTCs Kak «OeCIIPOBOIHAS TOYHOCTHY.

Jlo Hamero BpeMeHM Jouuia Jpyras aOOpeBuaTypa, KoTopas SBISETCS TaKoH ke
TexHosoruei. Ito abopesuarypa «Wi-Fi», Takoe HazBaHHe OBLIO 1aHO C HAMEKOM Ha CTaHAAPT
BBICIINH 3BYKOBOH TexHUKHU Hi-Fi, 4T0 B epeBojie 03HAYAET «BBICOKASI TOUHOCTDY.

Ja, OecruiaTHBIF WHTEPHET-IOCTYN B Kade, OTeNsIX W a’pomopTrax SBISETCS OTIMYHON
BO3MOXKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE 3KCIIepThI CUUTAIOT, uTO o0menoctynHbie Wi- Fi

ceTa He SIBJIAIOTCS 0€30MacHBIMU.



Cosempwl no 6ezonacnocmu pabome 6 ooweoocmynnuix cemsix \Wi-fi:

1.

He nepenasaii cBoro nmuunyro uadGopmaiuio uepes oomenocrymusie Wi-Fi cetu. Paboras
B HUX, JKEJIaTEJIbHO HE BBOJIUTH MAPOJIU JOCTYIA, JJOTMHBI U KaKue-TO HOMEpa;
Hcnonp3yit 1 OOHOBIISAN aHTUBUPYCHBIE NMPOrpaMMbl U OpeHamayep. TeM cambIM ThI
o0e3omnacuilb cedst OT 3aKaYyKu BUpYyca Ha TBOE YCTPOMCTBO;

IMpu wucroms3oBannu Wi-Fi  otkmroun  ¢ynkiuo «OO6muid  goctyn K (daiiimam u
npuHTepam». JlanHas QyHKOHMS 3aKphITa 1O YMOJYaHUIO, OJHAKO HEKOTOPBIC
MOJIb30BATEIIHM aKTUBUPYIOT €€ ISl yA00CTBa UCIONIb30BaHus B paboTe mim yueoe;

He wucnons3yii my6omwmunsii WI-FI mis mepenaun nUYHBIX MaHHBIX, HampuMep, IS
BBIXOJIa B COIIMAJIbHBIE CETH WM B JIEKTPOHHYIO MIOUTY;

Ncnonb3yit Tosibko 3amuiieHHoe coeauaenne uepe3 HTTPS, aue HT TP, T.e. npu Habope
BeO-ampeca BBOAU MMEHHO «https://»;

B Mo6uinbHOM Tenedone orkiaroun GpyHkimo «Iloakmouenue k Wi-Fi aBromaTryeckn.
He momyckaii aBTOMaTu4eckoro mojakiaroueHus ycrpoiicta k cetsim Wi-Fi 6e3 tBoero

corjiacus.

COl(u(lJleble cemu

COI_II/IaJ'IBHHe CCTU aKTUBHO BXOIAT B HAIly KWU3Hb, MHOTHC JIFOU pa60TamT " XXUBYT TaM

IIOCTOSAHHO, a B Facebook YKE 3apCruCTpUpOBaH MUJUIHNAP/ YCIIOBCK, YTO ABJIACTCA OJIHOH ceapbMOoit

BCEX KUTeJIeH MmuaHeTbl. MHOrue moiab30BaTelId HE IIOHUMArOT, 4TO I/IH(I)OpMaI_II/IH, pa3sMCIICHHad

MU B COLIMAJIBHBIX CETAX, MOXCT OBITE HaﬁaeHa M HCIIOJIb30BaHAa K€M YroaHo, B TOM YHMCJIC HC

00s13aTeNbHO ¢ OJIarMMH HAMEPEHUSIMH.

Ocnosnule cogembl no 6e30nAcHOCMU 8 COUUAIIBHbIX cemix.

1.

OrpaHnyb CIMCOK Jipy3ei. Y TeOsl B Ipy3bsAX HE JOIKHO ObITh CTy4alHbIX U HE3HAKOMBIX
JTIOJICH;

3amuniail cBO0 YacTHYIO Ku3Hb. He yka3biBail mapounu, TenedoHsl, aapeca, 1aTy TBOEro
POXKICHHS U IPYTYIO' NTUYHYI0 MHGOPMAIUIO. 3IOYyMBIIIIEHHUKA MOTYT HCIIOJIb30BaTh
nake nH(HOPMAIIHIO O TOM, KaK Thl U TBOHM POJIUTENH TUIAHUPYETE MPOBECTH KAaHUKYJIBI,
3amminaii CBOK peryTaIuio - AEp>KU €€ B YUCTOTE U 3a/1aBaii cede BOMPOC: XOTEN ObI THI,
yTOOBI JIpyrue TMOJB30BAaTEeNId BUJEIH, YTO ThI 3arpyxkaemb? [logymaii, mpexae uem
YTO-TO OMYOJIMKOBATh, HAMMCATh U 3aTrPY3UTh;

Ecnu Tl rOBOpHILB C JIFOBMU, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEAIBHOE UMS U
JPYTYIO JTMYHYIO HHPOPMAIIMK: UMsI, MECTO KHUTEJIbCTBA, MECTO y4eObl U Mpoyee;

[Io BO3MOXHOCTM OrpaHMYbTE KpYyr JUL, KOTOpblE MOryT Iucatb Bam sHuHBIE

COOGH.IGHI/IH " OCTaBJIAATb KOMMCHTAPUH K BammMm 3aI1ucsaM,



6. Nzberaii pazmenienus ¢ororpaduii B UHTEpHETE, TIe THI M300pakeH Ha MECTHOCTH, TIO
KOTOPOM MOXKHO OIPEAEIUTh TBOE MECTONOJIOXKEHHUE, T.C. €CIM CHUMKH JeNaroTcs Ha
MOOMIIbHBIE YCTPOICTBA ¢ moanepkkoit GPS, To He0OX0IMMO BBIKIIIOYATh T'€0JIOKAIIHIO;

7. Ilpu peructpany B COUMAIBHOW CETH HEOOXOIMMO HCIOJIB30BaTh CIOXKHBIC MApOJIH,
cocTosIMe U3 OYKB U LIU(DP U ¢ KOJIMYECTBOM 3HAKOB HE MEHee §;

8. [lna conmanbHOM ceTH, MOYTHI M APYrHMX CAaHTOB HEOOXOAMMO MCIIOJIB30BaTh pa3HbIE
naposii. Torma ecnu Te0s1 B3IOMAIOT, TO 3J0YMBIIUICHHUKH MOIYYaT JOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

dnekmponnvie 0eHveu

DJNEeKTPOHHBIE JIEHBI'M — 3TO OYEeHb YNOOHBIH CIIOCOO IUIaTeXeH, OJHAKO CYLIECTBYIOT
MOIIICHHUKH, KOTOPBIE XOTAT IMOJIYYUTh 3TH JICHBT .

DJNEeKTPOHHBIE JEHBIH TOSBUINCH COBCEM HEAABHO M MMEHHO H3-3a 3TOTO BO MHOTHX
rocyJapcTBax /10 CUX I0p He MPOIMKUCAHO MPO HUX B 3aKOHAX.

B Poccun e oHM GYyHKIMOHMPYIOT M O HUX yX€ ITPOIUCAHO B 3aKOHE, TJIe UX Pa3/eNsIoT Ha
HECKOJIbKO BHJIOB - aHOHMMHBIC W HE aHOHUMHBIC. Pa3HUIIAa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3penraeTcsi MPOBOJAHUTH oOmepanuud 0e3 HISHTH(UKAIUU TONbh30BaTeNs, a B HE
AHOHUMHBIX UICHTH(QHUKAIIUY TOJIb30BATEINS ABISETCS 0053aTEIbHOM.

Taxoke creayer pa3nuyaTh 3JIEKTPOHHbIE (UAaTHBbIE IEHBI'W (paBHBI TOCYAAPCTBEHHBIM
BaJIOTaM) U 3JIEKTPOHHBIE He(hpUaTHBIE IEHbIU (HE paBHBI TOCYJApPCTBEHHBIM BATIOTaM).

OcHosHvle cogembl no 6e30nachol pabome ¢ NeKMPOHHLIMU OEHb2AMU.

1. IlpuBsku K cueTy MOOWIIBHBIM TenedoH. DTO caMblil yIOOHBIH U OBICTPBIN crocod
BOCCTaHOBUTH JOCTYH K cueTry. [IpuBs3anHbli TenedoH NOMOXKET, eciu 3a0yemb CBOM
IUIATEXHBIA MapOoJIb WK 3aii/ielIb Ha CaliT ¢ HE3HAKOMOT'O YCTPONCTBA,

2. Wcnonb3yii ogHopasoBbie apoiu. [locne mepexona Ha yCHICHHYIO aBTOpU3AIUIO TeOe
y’Ke He OyZeT yrpokaTh OMAaCHOCTh KPa)ky WM TIepexBaTa IJIaTeHOTO IapoJIs;

3. Bribepu cioxHbIi maponis. [IpectynHukam Oyner He MPOCTO yrajiaTh CIOKHBIA Tapoib.
Hanexnble maposim — 3T0 Mapoiiu, KOTOPhIE COIEPKaT HE MEHEe 8 3HAKOB U BKJIIOYAIOT B
ce0st CTpOUYHBIE W MPOMHUCHBIE OYKBBI, IU(PHI M HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HAK
noJutapa, pyHTa, BOCKIHAIATENbHBIN 3HaK u T.1. Hampumep, StRONQ!;

4. He BBOIM CBOM JTMYHBIE JaHHBIE Ha CaliTax, KOTOPBIM HE JOBEPSICIIb.
dnekmponnan nouma

DJIEeKTpOHHAsS MOYTa — 3TO TEXHOJOTHS M TPEJAOCTABISIEMbIE €0 YCIYTH MO TEePEChUIKE H
MIOJTYYEHHUIO 3JIEKTPOHHBIX COOOIEHHH, KOTOPBIE PACIIPEAEIIAIOTCS B KOMITBIOTEPHOM ceTn. OOBIYHO
AJIEKTPOHHBIN MTOYTOBBIN SIITUK BBITJISTUT CJICIYIOUINM o0pazom:
UMS_TIONIb30BATENA(@uUMs_JoMeHa. Takke Kpome Tepeiadd IpOCTOr0 TEKCTa, HMEeTCs

BO3MOXXKHOCTH TiepesiaBaTh (ailsibl.



OcHosHble cogembl N0 6€30nacHol pabome ¢ 31eKMPOHHOU NOYMOU:

1.

Hano BeIOpaTh IpaBMIIBHBIN MOYTOBBIM CepBHC. B MHTEpHETE €CTh OrpOMHBIN BHIOOD
OECIUTaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlIE€ JOBEPATH TEM, KOTO 3HAEIIb, U KTO
IIEPBBIC B PEUTHHIE;

He ykaspiBaii B nWYHOW TouTe JMUHYK HHMopmaruio. Hampumep, mydmie BoIOpaTh
«MY3BIKTBHBIN _(haHaT@» i «pok2013» BMecTo «remalldy;

Hcnonb3yil IBYX3TamHy0 aBTOPU3AIMIO. JTO KOrJa MOMUMO MapoJisi HY>KHO BBOJUTH
KOJ1, puchiIaeMslii mo SMS;

Bribepu cioxsblii maponb. s Kakaoro moyTOBOrO SIIUKA JIOJDKEH ObITh CBOM
HaJCKHbI, YCTOWYMBBIN K B3JIOMY NIapOJIb;

Ecnu ecth BO3MOXHOCTHh HanucaTb CAMOMY CBOW JIMYHBIM BOIPOC, HCIOJIB3YH 3Ty
BO3MOKHOCTb;

Hcnonb3yil HECKOJNBKO TOYTOBBIX SIUIMKOB. IlepBblii 11 4YacTHOM MEpENucKu ¢
aZipecaTaMmu, KOTOPBIM Thl 1OBEpsELIb. DTOT 3JIEKTPOHHBIN aJIpec HE HAJI0 UCII0JIb30BaTh
MIPU pEerucTpaIu Ha popymMax U cauTax;

He oTkpsiBaii (paiiiel 1 Ipyrue BIOKCHHUS B TUChMAaX JIaXe €CIIU OHH MPHUIILTA OT TBOUX
npy3ei. Jlydie yTouHU y HUX, OTHPABISUTH JTU OHU Tebe ATH (aiiisr;

[Tocne oxkoHUaHuUs paOOTHI HA TOYTOBOM CEPBUCE MEPE]T 3aKPHITHEM BKIIAJIKH C CATOM He

3a0yab HaxaTh Ha «BBIATIY.

Kubepoynnune unu eupmyanvHnoe uzoeeamebcmeo

KI/I6ep6y.]'IJ'II/IHF — HIpeCiicA0BAHNC COO6I_I_ICHI/I$IMI/I, COJACpKallluMHn OCKOp6J’IeHI/IH, arpeccCuro,

3aIlyT'UBaHHUC; XYJIUTAaHCTBO, COraJIbHOC 60ﬁKOTHp0BaHHe C IIOMOIIBIO Ppa3JINYHBIX

HUHTCPHET-CCPBUCOB.

OcHosHbie cosembl no 6opvoe ¢ KUbepOYIIUHEOM.

1.

He 6pocaiics B 60ii. JIy4mmii cioco0: mocOBETOBATHCS KaK ce0si BECTH M, €CJIH HET TOTO,
K KOMY MOXHO OOpaTUThCs, TO BHauyajle YCIOKOMTbCA. Ecu Thl HayHEIIb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHHUS, TO TOJIBKO elle 0O0JIbIIe pa30ioKellb KOH(IINKT;
VYnpasinsii cBoeil kubeppenyTaiuei;

AHOHMMHOCT, B CeTH MHHUMas. Bcerma ectb cmocoObl BBIICHUTH, KTO CTOUT 3a
AHOHHMMHBIM aKKayHTOM JEJI0 TOJIBKO 3a BpEMEHEM,

He crout Bectn XynuraHckuii oOpa3 BUPTyalbHOU >ku3HHU. MIHTepHET QuKcupyeT Bce
TBOU JICHCTBUSI M COXPAHSIECT UX. Y JAIUTh UX OYJET KpaiiHe 3aTpyIHHUTEIBHO;
Co0uroaii cCBOM BUPTYaJIbHYIO YECTh CMOJIOY;

Urnopupyii eauHn4HbI HeraTuB. OHOpPa30BbIe OCKOPOHUTENbHBIE COOOIICHHUS JIyYlle

urHopupoBaTh. OObIUHO arpeccus MpeKpalaeTcsl Ha Ha4albHOM CTaui;



7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMHM COOOIICHUSIMH, B COLIMAIbHBIX
CeTAX €CTh BO3MOXKHOCTb OJIOKUPOBKHU OTIPABKU COOOLIEHUI C ONPEAETICHHBIX alpeCcOB;
8. Ecim TeI cBumerens KkuOepOymamHra. TBOM  AEHCTBHS: BBICTYNIUTh IHPOTHUB
IpecieaoBarensi, I[OoKa3aTb €My, 4YTO €ro JEWCTBHUS OLEHUBAIOTCA HETaTUBHO,
HOJAEPKATh XKEPTBY, KOTOPOI HyKHA IICHUXOJOTHYECKasi IOMOILb, COOOIIUTE B3pOCIIBIM
0 (hakTe arpecCUBHOIO MOBEACHUS B CETH.
Moounvnsiit menegon
CoBpeMeHHbIe cMapT(HOHBI M TUIAHIIETHI COACPIKAT B ceOe BIIOJTHE B3POCIbIA (YHKIIMOHAT, U
Telepb OHU MOT'YT KOHKYPHUPOBAaTh CO CTALIMOHAPHBIMU KOMIIbIOTepaMu. OIHAKO, CPECTB 3aLUThI
JUI1 TOAOOHBIX YCTPOWCTB IOKa OY€Hb Majo. TecTHpOBaHUE U IOMCK YSI3BUMOCTEH B HHUX
IIPOMCXOJUT HE TaK MHTEHCUBHO, Kak Juist [IK, To ke camoe kacaeTcsi 1 MOOMIIBHBIX IPUIIOKEHUH.
CoBpemeHnHble MOOUIIBHBIE Opay3ephl YK€ MPaKTU4YECKH JOTHAJIM HACTOJIbHBIE aHAJIOTH,
OJTHAKO paclIMpeHue (yHKIMOHAIA BJE€YeT 3a CO0OH OOJIBLIYIO CIIO)KHOCTh W MEHbIIYIO
3aIIUIICHHOCTD.
Jlaeko He Bce MPOM3BOAMUTEIN BBIMYCKAOT OOHOBJIEHUS, 3aKPbIBAIOLINE KPUTHUECKHE
YSI3BUMOCTH JIJISl CBOMX YCTPOMNCTB.
Ocnogubie cogemul 0.1 6€30NACHOCU MOOUILHO20 menedhoHA:
1. Huuero He siBIsieTCs MO-HAcTOALIEMY OecriaTHBIM. Bynb ocTopoxeH, Beib Korja tede
IpeJularaloT OecIIaTHBI KOHTEHT, B HEM MOTYT OBbITb CKPBITBl KAaKHE-TO IJIaTHBIE
YCIIYTH;
2. lymaii, npexnae yem otmnpaButh SMS, ¢oto mimm Buzmeo. Thl TOYHO 3HAEUIb, TJIE€ OHH
OyAyT B KOHEUHOM uTOre?
3. Heo0OxoaumMo OOHOBIIATH ONEPALMOHHYIO CUCTEMY TBOETro cMapT(dhoHa;
4. Hcnonp3yil aHTUBHPYCHBIE IPOTPaMMBbI 1J11 MOOUIIBHBIX TeNe()OHOB;
5. He 3arpyxail npuiaoxeHus OT HEM3BECTHOTO MCTOYHMKA, BEIb OHU MOTYT COJAEpXKaTb
BPEIOHOCHOE MTPOrpaMMHOE 00eCIIeUeHHE;
6. Ilocnme Toro kak Thl BBIHJCLIb C caiiTa, TJe BBOJAWI JIMUHYIO MH(pOpMaiuio, 3ailiu B
HACTPOWKHK Opay3epa u yaanu COOKIes;
7. llepuonuuecku mpoBepsiii Kakue IUIaTHbIE YCIIYTH aKTHBUPOBAaHbI HA TBOEM HOMEPE;
8. JlaBaii cBOIl HOMEp MOOMIIBHOTO Tene(oHa TONBKO JIOASIM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEpsICIIb;
9. Bluetooth momkeH ObITh BBIKIIFOUESH, KOTJIa ThI KM HE MOJb3yelibes. He 3a0biBail nHOT/Ia
IIPOBEPSTH 3TO.
Online uzpwt
CoBpeMEHHbBIE  OHJIAMH-UTPBl — 3TO KpPaCOYHbIE, 3aXBaThIBAIOIIME DPa3BJICUCHUS,

00BEAMHSIONINE COTHHU ThHICSIY YEJIOBEK MO BceMy MHpy. Urpoku HcciaenyloT JaHHBIA UM MUp,



O0IIaI0TCs APYT € APYTOM, BBIIOJIHSIOT 3a[aHUs, CPAXKAOTCA C MOHCTPaMH U IOJIY4aroT ONBIT. 32
YIIOBOJIBCTBHE OHM IIJIATAT: MOKYIAKOT JAUCK, OIIAUYMBAIOT A0OOHEMEHT WJIN IPUOOPETAIOT KaKUE-TO
OIILUH.

Bce aTH cpeacTBa uayT Ha NOJAEpKAHUE U Pa3BUTUE UTPBI, @ TAK)KE HA caMy O€30I1aCHOCTb:
COBEPILIEHCTBYIOTCSI CUCTEMbI aBTOPHU3ALMH, BBIITYCKAIOTCS HOBbIE NAaTU! (U(PPOBBIE 3aIIATKH IS
IIPOrpamMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B 110100HBIX UTpax CTOUT ONAcaThCsl HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KPasku TBOETO
apoJsi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPU3alMK OOJIBIINHCTBA UTP.

OcnosHule cogembl no 6€30nACHOCMU MB0e20 UZPOBO20 AKKAYHMA.:

1. Ecnu npyroii urpok BeneT cedst II0X0 MU co3AaeT Tede HeNPUATHOCTH, 3a0JIOKUpPY ero

B CIIUCKE UTPOKOB;

2. Iloxanmyics agMUHUCTpPATOpaM UIPHI HA INIOXOE NOBEACHUE 3TOr0 UIPOKA, KEIATEIbHO

IIPWIOKUTH KaKHE-TO JI0Ka3aTeNbCTBA B BUJIE CKPUHOB;
He yka3biBaii 1MuHyr0 nHGOpMaLKIo B Ipodaiise urpsr,
VYBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeopumanbHbIe TATYH U MOJIBI;

HCHOHL3Yﬁ CJIOKHBIC U PA3HBIC MMAPOJIN;
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Jaxe BO BpeMs HUIrpbl HE CTOUT OTKJIKOYATh aHTUBUpPYC. Iloka Thl urpaems, TBOM
KOMIIBIOTEP MOTYT 3apa3uTh.
Quuiunz unu Kpaxca 1u4HblX OGHHHIX
OOBIYHOM Kpaxeil IeHer U JOKYMEHTOB CErOJIHS YK€ HUKOTO HE YAMBHILb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 37I0YMBIIIJIEHHUKH [IEPEMECTUIIUCH B UHTEPHET, U MTPOJI0JKAIOT 3aHUMAThCS
«JTIOOUMBIM JIETIOM.
Tax mosiBUiIach HOBas yrpos3a: MHTEPHET-MOILIEHHUYECTBA WM (DUIIMHT, TJaBHAs LENb
KOTOPOTO COCTOMT B IMOJIYYEHHHU KOH(PUACHIMAIbHBIX JAHHBIX I0JIb30BATENCl — JIOTMHOB M
naposieii. Ha anrmuiickom si3eike phishing uuraercs kak ¢ummar (ot fishing — peibnas noBms,
password — mapob).
OcHosHbie cosembl no bopvoe ¢ huruneom.
1. Cnieu 3a cBonM akkayHTOM. Eciu ThI Mo103peBaeriib, 4To TBOSI aHKeTa Obljia B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKMPOBATh €€ M COOOLIMTh aJMHHHCTpAaTOpaM pecypca 00 3TOM Kak
MO’KHO CKOpEE;

2. Ucnonn3yil 6e3omacHble BeO-CailThl, B TOM YHCIIe, HHTEPHET-Mara3uHoB U MOMCKOBBIX
CHUCTEM;

3. Hcnonb3yii cioxkHble M pa3Hble mapoiu. Takum oOpas3om, ecnu TeOs B3JIOMAIOT, TO
3II0YMBIIIJICHHUKH MOJIyYaT JOCTYM TOJIBKO K OJHOMY TBOEMY MPOQHIIIO B CETH, a HE KO

BCEM;



4. Ecnu 1e0s B3IOManH, TO HEOOXOAUMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpBIE
no0aBiieHb! y T€OS B PY3bsAX, O TOM, YTO T€OsI B3JIOMAJIU U, BO3MOKHO, OT TBOEI'O UMEHU
OyZIeT pacchlIaThCsl ClIaM U CCHUIKU Ha (PUIIMHTOBEIC CAlTHI,

5. VYcranoBu HanexHsbid mapoiib (PIN) Ha MoOUIIBHBI TenedoH;

6. OtwitouM coXpaHeHue napoiis B opaysepe;

7. He oTkpbIBail ¢ailsiel 1 Apyrue BIOKEHHs B MUCbMAaxX Jake €CJIM OHHU IPUILIU OT TBOUX

npys3eil. Jlydiie yTo4HH y HUX, OTHPABIISUIN JIM OHU TeOe 9T (paiibl.
Hudgposas penymayua

[Mudposas pemyranuss — 3TO HEraTHMBHAs WM NO3UTHUBHAs MHQpOpMaLus B ceTd O Tebe.
Komnpomerupyromas uHpopmanus pa3MellleHHas B HHTEPHETE MOXKET Cepbe3HbIM 00pa3oM
OTpa3uThCs Ha TBoeW peanbHOM ku3HU. «ludpoBas penmyrauus» - 3T0 TBOM MUMHJK, KOTOPBIH
bopmupyercst u3 nHGopMaIu o Tede B UHTEPHETE.

TBoe MecTO KUTEIbCTBA, yueObl, TBOE (PMHAHCOBOE MOJOXKEHHUE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJIM3KHUX — BCE 3TO HAKAIJIMBAETCS B CETH.

MHorre MOAPOCTKH JIETKOMBICIEHHO OTHOCATCS K IMyONMKAaUWW JTUYHOW HH(OpManmuu B
WuTepHere, HEe MOHMMAasi BO3MOXKHBIX 1OCIeACTBUM. Thl gake HE CMOXKEIIb 10raaTbCsi O TOM, YTO
¢dororpadus, pazMelieHHas 5 JeT Ha3ajl, cTala IPUYMHOM 0TKa3a NPUHATH TeOs Ha paldoTy.

KommenTapuu, pasMenienne TBoux ¢ortorpaduil U Apyrue JeicTBUsS MOTYT HE UCUE3HYTh
Jla’ke Mocyie TOro, Kak Thl' MX yAalIMIIb. Thl HE 3HAEIIb, KTO COXPaHUI 3TY HH(OpMAIIHIO, TIONaJIa JIU
OHA B IIOMCKOBBIE CUCTEMbI U COXPAHUJIACh JIM OHA, a TJIABHOE: UTO MOAYMAIOT O TeOe OKpyXKaroliee
JIIOJIU, KOTOpBIE HAWYT U YBUIAT 3T0. HailTu nHpOpMAaIII0 MHOTO JIET CIIYCTSI CMOKET JII000i - Kak
U3 J00pBIX MOOYKJEHUMH, TaK U C HAMEPEHUEM IPUYMHUTB BpeJl. DTO MOXKET OBITh KTO YTOJHO.

OcnosHule cogembl no 3awume Yupposoi penymayuu.

1. IMonymaii, mpexnae 4yem 4YTO-TO MYyOJIMKOBaTh M IepenaBaTh y ceOs B Ojore wid B

COIIMATLHOM CETH,
2. B nacrtpoiikax nmpo¢uis yCTaHOBH OTPaHMYEHHUSI HA MPOCMOTP TBOETO NMpOdUis U ero
COJIEP’KUMOT0, CIIENAN €ro TOJIBKO VISl APY3en»;
3. He pa3memaii u He yka3biBail HHPOpPMAIIHIO, KOTOPask MOKET KOTO-IM00 OCKOPOJISITh W
0o0MXaThb.
Aemopckoe npago

CoBpeMeHHbIE IIKOJIBHUKU- aKTHBHBIE I0JIb30BaTeNN IH(poBoro mpocrpancTBa. OgHAKO
JlaJIeKO HE BCE 3HAIOT, YTO MOJIb30BAHWE MHOTMMH BO3MOXXHOCTSIMH IIM(GPOBOTO MUpa TpedyeT
coOJTI0/IeHUsI TPaB Ha UHTEJUICKTYaJIbHYI0 COOCTBEHHOCTD.

TepMuH <«UHTEIUIEKTyallbHAas COOCTBEHHOCTH» OTHOCHUTCS K pPAa3iMYHBIM TBOPEHUSIM

YeII0OBEYECKOT0 YMa, HAUMHAsl C HOBBIX M300PETCHMIA U 3HAKOB, 0003HAYAIONTNX COOCTBEHHOCTh Ha



MPOJYKTHI U YCIYTH, U 3aKaH4YMBasi KHUraMu, potorpagusmu, KHHOQUIBMAMH U MY3bIKaJIbHBIMU
MIPOU3BEICHUSMHU.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha MHTEIEKTYaJbHYIO COOCTBEHHOCTh Ha IPOHM3BEACHUS
HayKH, JINTEPATYpbl U UCKYyCCTBA. ABTOPCKUE IIpaBa BHICTYIAIOT B Ka4€CTBE TapaHTUM TOIO, YTO
MHTEJJICKTYaJIbHBIM/TBOPUECKUN TPYyJ aBTOpa He OyneT HampacHbIM, JAcT €My CIpaBeJIMBbIC
BO3MOXKHOCTH 3apa0oTaTh Ha pe3yibTaTaxX CBOETrO TPy, MOJYYUTh W3BECTHOCTh M IMpPHU3HAHHE.
Huxkro 0Oe3 paspelieHus aBTopa HE MOXKET BOCIPOM3BOAUTH €r0 MPOU3BEIECHUE, PACIIPOCTPAHSTH,
nyOoJIMYHO JEeMOHCTPHPOBATh, IpOJaBaTh, WMIIOPTHPOBATh, NYCKaTh B MPOKAT, MyOIMYHO
UCIIOJIHSATH, IOKa3bIBATh/UCIIONHATE B adupe Wwin pa3Meniath B UHTepHere.

Hcnonb30BaHne «IHPATCKOrO» MPOrPaMMHOTO OOECHEeUeHHUs MOXKET MPUBECTH K MHOTHM
pUCKaM: OT HOTEpPH JAAHHBIX K TBOUM aKKayHTaM [0 OJOKHMPOBKM TBOErO YCTPOWCTBA, I/
YCTaHOBJICHHBIN He JierajibHas porpaMMa. He cTouT Taxxke 3a0bIBaTh, UTO CYILIECTBYET JIEraJbHbIE

1 OecIIJIaTHBIE IMporpaMmabl, KOTOPbIC MOXKHO HaWTH B CCTH.



